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ABSTRACT

                   Blue tooth is the forerunner among the several standards and working groups focused on wire less networking technology. It can simultaneously handle both data and voice transmissions, allowing such capabilities as a mobile hands-free head set for voice calls and print -to-fax, laptop and cell phone address-book applications. More than just a replacement for proprietary cables, Bluetooth wire less technology provides a universal bridge to existing data networks LANs, mobile phone network, and the internet for a host of home appliances and portable hand held interfaces. 

                 Bluetooth-enabled electronic devices connect and communicate wirelessly via short-range, ad-hoc networks called ‘piconets’. Each unit can simultaneously communicate with up to seven other units in a piconet.Moreover; each unit can simultaneously belong to several piconets. These piconets are established dynamically and automatically as Bluetooth devices enter and leave the radio proximity. The convergence of computing and communications has led to the development of Bluetooth technology. Bluetooth technology has this potential! To replace messy wires, make information transfer automatic without synchronization cradles & introduce many applications.

                 This paper elucidates what is Bluetooth, the concepts behind Bluetooth, the architecture overview and its working. The network topology and security of the systems are also discussed. An insight into establishing a Bluetooth connection is also present. A clear cut idea of the application and advantages of Bluetooth technology along with the concept of Bluetooth profiles is given. This paper emphasizes on the tremendous impacts that Bluetooth will have in the near future. Thus taking into account these numerous facts Bluetooth technology promises to open the doors to whole new communication scenario. The impacts of Bluetooth is still to come to light as it is a fast growing industry that is being used at all the levels of communication.
INTRODUCTION

What is Bluetooth?

        Bluetooth is an always-on, short –range radio hookup that resides on a micro-chip. It was intended to create PAN . It was initially developed by the Swedish mobile-phone maker Ericsson in 1994 and was named after Harald Blaatand ‘Bluetooth’ II, the king of Denmark (940-981 AD). It led a way to let laptop computers to make calls over a mobile phone. Bluetooth is a standard for a small, cheap radio chip to be plugged into computers, printers, mobile phones, etc. It was designed to replace cables by taking the information normally carried by the cable, and transmitting it at a special frequency to a receiver.
Concept behind Bluetooth:
         The basic concept behind the Bluetooth is to provide a universal short-range wireless capability. It operates in free ISM band from 2.400 GHz to 2.483 GHz, available globally for unlicensed low -power uses. Two Bluetooth devices within 10m of each other can share up to 720 kbps of capability. It has a transmission power of 1mW. Bluetooth is intended to support an open-ended list of applications, including data, audio, graphics, and even video. For eg. audio devices can include headsets, cordless and standard phones, home stereos, and digital MP3 players. Bluetooth can provide consumers with the ability to do the following:    

· Make calls from wireless headset connected remotely to a cell phone.

· Eliminate cables linking computers to printers, keyboards, and the mouse.

· Hook up MP3 players wirelessly to other machines to download music.

· Set up home networks so that a couch potato can remotely monitor air     conditioning, the oven, and internet surfing.

· Call home from a remote location to turn appliances on and off, set the alarm, and 

      Monitor activity.
Architecture      A block diagram of the Bluetooth protocol architecture is shown in Figure.
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Figure 1: Bluetooth Architecture

 The ‘core protocols’ form a five-layer stack consisting of the following elements:

· Radio: Specifies details of the air interface, including frequency, the use of frequency hopping, modulation scheme, and transmit power.
· Baseband: Concerned with connection establishment within a Pico net, addressing, packet format, timing, and power control.
· Link manager: responsible for link setup between Bluetooth devices and ongoing link management. This includes security aspects such as authentication and encryption, plus the control and negotiation of base band packet sizes.
· Logical link control and adaptation protocol (L2CAP): adapts upper-layer protocols to the base band layer.L2CAP provides both connectionless and connection-oriented services.
· Services discovery protocol (SDP): is device information, services, and the characteristics of the services can be queried to enable the establishment of a connection between two or more Bluetooth devices.
·  RFCOMM is the cable replacement protocol included in the Bluetooth specification .RFCOMM presents a virtual serial port that is designed to make replacement of cable technologies as transparent as possible. Serial ports are one 
of the most common types of communication interfaces used with computing and communications devices. Hence, RFCOMM enables the replacement  of serial port cables with the minimum of modification of existing devices.RFCOMM  provides for binary data transport and emulates EIA-232 control signals over the Bluetooth base band layer.EIA-232 is a widely used serial port interface standard.

Bluetooth specifies a telephony control protocol.TCS BIN (telephony control specification-binary) is a bit –oriented protocol that defines the call control signaling for the establishment of speech and data calls between Bluetooth devices.

HOW DOES IT WORK?

        There are four basic parts to any Bluetooth system: Radio (RF) that receives and transmits data and voice, a Base band or link control unit that processes the transmitted and received data, link management software that manages the transmission and supporting application software.
 Bluetooth radio: 

        The Bluetooth radio is a short distance, low power radio operating in the unlicensed spectrum of 2.4 GHz and using a nominal antenna power of 0 dBm. At the 0 dBm the range is 10 meters, meaning equipment must be within 10 meters to each other (about 33 feet) to communicate using the Bluetooth standard. Optionally a range of 100 meters (about 328 feet) may be achieved by using an antenna power of 20 dBm. Data is transmitted at the rate of unto 1Mbps maximum. But communication protocol overhead limits the practical data rate to a little over 721 Kbps.
Base band:
       In wireless communication the baseband is the hardware that turns the radio signals (transmit/ received) into a digital form that can be processed by the host application. In other words it can convert the digital or voice data into a form that can be transmitted using a radio signal, according to a protocol that allows .It to be decoded once it is received. Since the Bluetooth mobile phone, Bluetooth PDA and Bluetooth PC can simultaneously send and receive signals; there must be some way to differentiate all the transmission from each other. So the computer needs to know from where that signal came. Virtually all wireless communication accomplishes this feat by putting the data into Packets. Each packet contains a predetermined amount of data & information about where it is coming from & where it is going. Thus packets from all the Bluetooth devices have a unique identifier. It also contains information on how the data was compressed. When the data is received it is checked for accuracy, un-packetized, reassembled, de-composed & possibly filtered in some way . The baseband processor handles all the tasks & in Bluetooth it is called as Link Controller.

Links:

      The Bluetooth link is the method of data transmission to be used. The Bluetooth standard supports two link types: Synchronous Connection Oriented (SCO) used primarily for voice communications and Asynchronous Connection 

Less (ACL) links for packet data. Each link type support sixteen different packet types that are used based on the application.

· Link Controller:

       It a supervisory function that handles all the Bluetooth baseband functions and supports the Link manager. It sends &. Receives data, requests the identification of the sending device authenticates the link, sets up the type of link, determines what type of frame to use on a packet by packet basis, directs how devices will listen for transmissions from other devices or puts them on hold.

· Link Manager:

      It is software that runs on a microprocessor and manages the communication between. Bluetooth devices .Each Bluetooth device has its own Link Manager that discovers other remote Link Manager, & communicates with them to handle link setup, authentication, configuration & other protocols.

Network topology:
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       Bluetooth devices are generally organized into groups of two to eight devices called piconets, consisting of a single master device and one or more slave devices. A device may additionally belong to more than one piconet, either as a slave in both or as a master of one piconet and a slave in another. These bridge devices effectively connect piconets into a scatternet. A diagram of a Bluetoothscatternet is shown in figure below. Bluetooth operates in the unlicensed ISM frequency band that is generally cluttered with signals from other devices-garage door openers, baby monitors, and microwave ovens, to name just a few. To help Bluetooth devices coexist and operate reliably alongside other ISM devices, each Bluetooth piconet is synchronized to a specific frequency hopping pattern. This pattern, moving through 1,600 different frequencies per second, is unique to the particular piconet. Each frequency “hop” is a time slot during which data packets are transferred. A packet may actually span up to five time slots, in which case the frequency remains constant for the duration of that transfer.
  
     

Establishing a Bluetooth connection:
        A Bluetooth device is equipped with Bluetooth hardware (radio and baseband controller) and software (Bluetooth protocol stack and user interface). The software allows a user to configure options, “discover” and connect to nearby Bluetooth devices, and perform operations over the Bluetooth link.

Typically, a user initiates a Bluetooth connection between two devices (such as a notebook computer and PDA) that are close to one another. The purpose of the link is to perform a specific task such as synchronizing the calendars or transferring a file between the two devices. To initiate the connection, the user opens Bluetooth client software on one of the devices, usually the portable computer, and “discovers” nearby devices—in this case, the PDA—that are configured to be “discoverable.” For security purposes, a device can be configured to not be discoverable by other Bluetooth devices. The following discovery and pairing processes can be initiated:

· Name discovery: The name of the Bluetooth device is detected. The default device names are designed to easily identify the device. 
· Service discovery: Specific services available from the device are discovered. These services are usually based on profiles defined in the Bluetooth 
· specification. In addition to low-level services associated with establishing connections, there are profiles for services such as cordless telephony, serial port, dial-up networking, faxing, file transfers, and synchronization. If both devices support a particular Bluetooth profile (such as synchronization), the user can proceed with synchronizing data between the devices. 

· “Pairing”: Also referred to as “bonding,” the two devices form a private                                             connection. Pairing is optional and is not required in all scenarios. For security purposes, a PIN (referred to as a “passkey”) is usually required before the connection is allowed. For example, to control access to a Bluetooth printer, it can be assigned a PIN that users of other devices must enter when pairing with the printer.

     Security:
Bluetooth wireless technology is frequency-hopping. It uses a pseudo-random hopping sequence that is unique to the device to hop 1,600 times per second among 79 channels. This provides a measure of security, because two devices must synchronize on the same hop sequence to communicate. Devices can also be configured so that they cannot be discovered by other Bluetooth devices. In addition, the Bluetooth specification defines security at the link and service level.

· Link-level security:  It is handled in the lower layers (L2CAP and below) before the link is established. At the link level, the Bluetooth specification defines one-way or mutual authentication and encryption. These features are optional. The authentication and encryption features use a 128-bit secret link key that is shared by a pair of devices. The key is generated when the two devices initiate communication. During initialization, a PIN code is entered to both devices and is used to generate an initialization key, which in turn is used to generate the secret link key. The link key is used for authentication and to derive an encryption key.

· Service level security: After the Bluetooth link is established, service-level security governs access to the services on Bluetooth devices. This access can be limited at the device and service level. A Bluetooth device can be “trusted” or “untrusted” when attempting to access services on another device. A trusted device has unrestricted access to all services on the other device. In contrast, an untrusted device may have its access to services limited.
General applications:
· Data and voice access points: Bluetooth facilities real-time voice and data transmissions by providing effortless wireless connection of portable and stationary communications devices.
· Cable replacement: Bluetooth eliminates the need for numerous, often    proprietary, cable attachments for connection of practically any kind of communication device. Connections are instant and are maintained even when devices are not within line of sight. The range of each radio is approximately 10m, but can be extended to 100 m with an optional amplifier.
Advantages:
· A single handset can work as an intercom in the office, as a PSTN phone whenever an access point to the PSTN is available, and as a mobile.
· The Bluetooth link does not need the line-of-sight. So a mobile could connect to a laptop even while it is in the briefcase and allow access to such facilities as e-mail.
· Seamless connectivity between the user’s PDA, laptop, and mobile allows applications to automatically update and synchronize schedules and other data when modifications are made on one device.
· Wireless headset allows users to access mobile and audio services even while the device is in their pocket. Thus hands-free operation is possible. 
Bluetooth today and tomorrow:                                      
                                                   With the bulk of the work developing the Bluetooth specification complete, the Bluetooth SIG is now working on improvements and analyzing feedback from the industry. In addition to their work investigating improvements in speed, security, noise immunity, and so on, the SIG continues to develop Bluetooth profiles. Bluetooth is likely to rule the communications scenario in the coming years. It will be one of the key technologies for wireless networking at home and office.
Since Bluetooth-enabled devices do not need line of sight for operation, many interesting applications based on Bluetooth technology are likely to come up. Bluetooth technology is being developed as an open specification, and will be licensed royalty-free to all companies who sign up to become members of the Bluetooth initiative. This will allow a quick proliferation of the technology through a wide-range of mobile products and devices. Products integrated with Bluetooth radios are expected to hit the market shortly.
Conclusion: 
                              Designed as a cable-replacement technology, Bluetooth wireless technology is well suited to the connectivity requirements of WPANs composed of portable computers, PDAs, mobile phones, and printers. It is ideally suited to mobile devices (particularly PDAs) because of their small size, low power requirements, and applications (mobile phone wireless WAN connectivity, peer-to-peer business card or calendar exchange, and wireless synchronization). As the technology matures, implementations increase, and native operating system support becomes       available, interoperability and ease-of-use issues should diminish. Industries are  committed to provide Bluetooth solutions that meet customer needs, have been thoroughly tested for compliance, and coexist with Wi-Fi networks. The possibility for new applications is very exciting with this versatile technology. It provides a simple, logical answer to all the problems-which is built a single common radio into every mobile computer, then neither do companies need to worry about WAN, nor do communication companies need to worry about building extemal cables. The Bluetooth communication device will thus be a small, low powered radio in a chip that will talk to other Bluetooth enabled products. Bluetooth has been designed to solve a no. of connectivity problems experienced by the mobile workers & consumers. Thus, this technology helps make the electronic devices more user-friendly.
References:
· “Wireless Communications and Networks “by William Stallings.
· “Electronics for You” July, 2001 issue & June 2000.
· www.palowireless.com
· www.nokia.com
· www.bluetooth.com
PAGE  
10

_1008363783

_1228669951

_1008283215

